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Incentive Strategy of Cyber Insurance

Cyberattack is now one of the most significant emerging risks that all organizations ranging
from governmental entities to private companies around the world have to deal with seriously'.
The chance of being attacked and the strength of defending against an attack vary significantly
across them. A succeeded attack can cause substantial damages to the victim, such as loss of
valuable data, repair and replacement of equipment, regulatory fines and penalties, litigation
costs, damaged brand and reputation, production disruption, loss of customers, and so on.?
According to one report by IBM, the global average cost of a data breach in 2018 increased by
6.4% over the previous year to USS$3,860,000, and the average cost for each lost or stolen

record containing sensitive and confidential information increased by 4.8% to us$148.2

In 2013, Target, a US retailer, was the victim of one of the largest data breaches in the history
of the retail industry. According to the company’s report, the POS system in over 1,800 stores
was infiltrated by malware and around 40 million customers’ credit and debit cards became
susceptible to fraud. Investigation officials suspected that the hackers broke into Target's
network using passcode credentials stolen from Fazio Mechanical Services, a Pennsylvania-
based third party supplier of Target’s computer systems. Target spent around USS61 million

responding to the breach according to its fourth-quarter 2013 financial statement.”

In 2017, Mondelez International, a global snack-food manufacturer and one of the 100 largest

U.S. companies by market capitalization, was a victim of the NotPetya malware attacks. The
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company reported that 1,700 computer servers and 24,000 laptops were permanently disabled

by the virus and estimated the total costs USS100 million.’

As a concequence of rampant attacks from cyber space, the demand for cyber insurance is
increasing. It is estimated that the total revenue of the global cyber insurance market will
experience 33.8 percent compound annual growth, increasing from US$2.92 billion in 2019 to
USS$16.7 billion by 2024.° The insured expect to receive some monetary reimbursement for the
damages after being attacked. In addition, the insured have access to expert advice offered by

the insurance company that helps strengthen their defense against cyberattacks.

However, small and medium-size enterprises are vulnerable to cyberattacks and less than 5% of
them have cyber insurance.” As in the case of Target, the break-in in a small company caused
severe damages to partners in the supply network. Supply chain attacks are in fact a commonly

deployed cyberattack tactic and increased by 79 percent in 2018.2

Consider one giant company with many small and medium-size suppliers. To protect itself
against supply chain attacks, the giant company plans to purchase only from the suppliers who
have adequate cyber insurance coverage. To provide incentives to suppliers, the giant company
is willing to pay part of the cyber insurance premium for each supplier. How do you determine
the premium that the giant company should pay for each supplier? Please provide your
mathematical modeling solution and suggest the incentive strategy of cyber insurance for the

giant company.

Submission

Your solution paper should include a 1-page Summary Sheet. The body cannot exceed 20 pages
for a maximum of 21 pages with the Summary Sheet inclusive. The appendices and references
should appear at the end of the paper and do not count towards the 21 pages limit.

> https://en.wikipedia.org/wiki/Petya_(malware)

e https://www.marketwatch.com/press-release/338-growth-for-cyber-insurance-market-size-to-2024-2019-02-08
7 https://www.aon.com/inpoint/bin/pdfs/white-papers/Cyber.pdf

® https://en.wikipedia.org/wiki/Supply chain_attack




IMMC 2020 " 4E3E D (English fajf& Z4%)

P 48 DR 62 385 il S Wit

[ 2 IR I B TE A& ANBURT 524 B RL N 2 =] 1) BT 2H 23 T A 2B B0 %o ) e 22 (1 37 %
Az o BB ML R4 ) S I AR R A IR K= B e — R I B v g 4
Y2 EFGE RE R, B BdRrE SR, WA BMER, SRS, I
ASRH, ARRRRIREZAR, AEPR, RS, AT, ARYE IBM IR, 2018 4F
SERECE MR (T B A L K 6.4%, I5F] 386 TG, FAMSHURMPLEE
B E R IO PR A K T 4.8%, & 148 £,

2013 47, REFEREERE (Target) BCNH P — SRR 1K R it #2
HOMZEFH . Farid, @i 1800 K EN POS RAHCERERIEE, KL 4000
JIEFHE - RRE LR AT R 2 IVE . A B IRSE, SRR N5 47 0 J8 TN 85 5 K5 1
FHLRGHE = TR IATF B (Fazio) HUMIR S5 2 7155 B 5 00 SEAIE (3] N 35 75 5 X 4%
MG 2013 FEEDUZRPE 540, BEHERFARIIEDR T4 6,100 J5 35 70BN 1% A it
[ S U

2017 4, A BRAKIN B i w A 36 [ TR &R 100 KA\ 22— BIAL % [ By

(Mondelez International) A NotPetya IR AWt 2 HE . LA FIRE, Bl
FAKAZE T 1,700 G EHUIR S 25 H1 24,000 G 2E10A I, it B RAN 1 12%50°,

45 B O B RE, 18 KT IO 2% R G 1) 5 SRS I 4 o Al o, A BRI ORI T 34 1
BIMNE AERKIOG R 33.8%, M 2019 4E) 29.2 {236 0K B 2024 £ 167 1252780
Z AR N TR

1https://www.o,qcio.,qov.hk/sc/news/legco papers/2019/02/doc/lIb_20190218.pdf
2 https://doi.org/10.1787/9789264282148-en

3 https://www.ibm.com/security/data-breach

* https://en.wikipedia.org/wiki/Supply chain_attack

> https://en.wikipedia.org/wiki/Petya_(malware)




W AEH Z B IR R0 2 BEAh,  SZORB N AT DASRECORRS: 2 R0 L 5, LA
Bt At AT e 7 0 ) 8% T ok D

ST, HR /N TE W 28 SO THT AT B B S5 10, A AR 5% B /NI 2% £
K7 BIUNTE Target WIS HEM, ER—F/NAFMIIEZNIZ, S B B R 45
IR A AEAK I R T AR . S2PR b, BRSIRE T 2 X 2% Tk vl SR FH (1 e, 7
2018 FEHEK T 79%°,

EIR—FMA 2 PNEN M E AR . A TR A R R R, XK
B w]THRI N CAAT 208 10 2 OR 56 P (A 2 7o IS B EAT SR . O T U R, XK E
Y F) JE RN — G B SOAT T 20 PR 2 DRI 9 o A AR s X SR B2 0 ) R o Ak
P SCATHI DR 2 2 S B IBU A BB R TT 5, JF IR oK L 2 W R 1A o0 465 DR 56 50l SR s

R

R TT SRRSO AEE 1 T2, IESOA R 20 T, S ERZ 21 W,
KNS BRI IE S Z Jm, ANFAE 21 TUEREIZ .

e https://www.marketwatch.com/press-release/338-growth-for-cyber-insurance-market-size-to-2024-2019-02-08
7 https://www.aon.com/inpoint/bin/pdfs/white-papers/Cyber.pdf
® https://en.wikipedia.org/wiki/Supply chain_attack




IMMC 2020 F1#E £ D il (English faiffk ZaE)

AR A% R g D S s

AR JEL g B TE S A BSURT B 8 SR N 1 (0 BT G A4 T 6 2 20 L O 11 s 7 ) L
BBz "o Bl R R L) T e AR S A IR K . — ORI I I T e
2 EEGERE KRG, P2 BN ER, RENEBIER, SRERMEE, &
AABCH, ARRRRVEERSZIR, ARG, BSUWK, S5, PR IBM 1R, 2018 4F
SEREE AN TR AL R 6.4%, IED] 386 #3EIT, FHEOSTUSAE SIS
B E R R EC B PR AR T 48%, & 148 £0°,

2013 4F, EBEERFEER (Target) MAH T RERHEERE S FRAWBIEINE
HASZEFH . BAFRE, BiE 1800 KR EK POS REMEEIIZE, KA 4000
ER T HE RS SR T R IR . A ESE, BARI AR & ke RN R
FME RGN =7 L ER A S B (Fazio) BEMUIRTS 2 W) 58 ML) 5 B 108 s o] NI P A4
BRI 2013 FEEUPEEIREE, BEHERFARIEHE T4 6,100 B350 EHHE B S
HEAE

2017 4, A BRAKTE & B v A0 3 B T A B OR Y 100 5K m) 22— B AR g [ PR
(Mondelez International) %4 NotPetya ¥R BN Z FH . ZAFMEM, BEH
HARAZEN T 1,700 G5 MRS 2850 24,000 S EDAEN, MataamA 1 L7,

LS R R, G R AR TRIB T TR SR AN . BEAGET, AERANAK RIS T 1
M B R R 33.8%, 7 2019 4E11 29.2 £ CIERH) 2024 411 167 3£ 05
SZ RIS N TE G (6 T8 52 WO AR AR BB . hAh, S ARBR N AT U LR IS w11 2
Fidnk, LAE RO INGR R, S 404k BUE 1 Re

! https://www.ogcio.gov.hk/tc/news/legco_papers/2019/02/doc/lb_20190218.pdf

2 https://doi.org/10.1787/9789264282148-en

3 https://www.ibm.com/security/data-breach

* https://en.wikipedia.org/wiki/Supply chain_attack

> https://en.wikipedia.org/wiki/Petya_(malware)

e https://www.marketwatch.com/press-release/338-growth-for-cyber-insurance-market-size-to-2024-2019-02-08




SRTAT . Hh/IN SETE QAR BURTH AT AL IE S5 10, A AR 5% 1 /N 36 A4 1R
%7, BIWIE Target AAEBR A EF, ER—FNATMEZNG, B L B4
MR EVER G R T BER S . ERE b, PSR R 404k T rh bl Ml 58 FH (1 e, 7
2018 FEHER T 79%°.

ER KA AN EROER AR & T IREH R MR, EXE
R m T RGE O R MRS IR B LB R R R AT IR . & T B LIRS, e X
o) BRI Ay R PUEE R SO R - A IR B 2 o ST i e iE X E Y o m) B A R X M e
ST DR B 7 S SIS B IR IR T 58, 10 A1 X LT 24w SR AR 4% DR B SROmes

R
RO TT S OB EEE | HAMEL, IESCAREEIE 20 H, SR 21 H. M
N2 ERE B IE 2R, ARAE 21 HIREIZ N,

7 https://www.aon.com/inpoint/bin/pdfs/white-papers/Cyber.pdf
® https://en.wikipedia.org/wiki/Supply chain_attack




